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1. PURPOSE

To establish policy that outlines the acceptable use of cloud services, including but not limited to
Software as a Service (SaaS), Infrastructure as a Service (laaS), and Platform as a Service (PaaS),
for the Nevada Department of Transportation (NDOT). This policy is designed to protect NDOT
and its employees from inappropriate use that may expose NDOT to risks which compromise the
confidentiality, integrity, and availability of our network and data.

2. POLICY

All Users who utilize cloud services for storage and/or processing of Department Business
Information and/or any department data must utilize only NDOT approved and contracted cloud
services for such activities. The use of personal cloud service solutions for the storage and/or
processing of department data is strictly prohibited. Users may contact the IT Department for
assistance in determining if a particular cloud service is approved for use.

All requests for cloud services that fall outside of current Department approved solution(s) must
be submitted in writing, along with a copy of the proposed vendor contract, to the Information
Technology Division Chief, the Information Security Officer, and the Infrastructure Technical
Committee (ITC) for review and approval prior to purchase. This review must include a review
of the rights and permissions requested by a Cloud service to ensure it does not put Department
data or systems at risk of compromise, and allows for the secure deletion of NDOT data when
and/if the cloud service is terminated. Additionally, cloud service users are required to comply
with Nevada Standard 134 — Cloud Hosting (available at http://it.nv.gov/governance/state-policy-
procedures/), as well as any additional requirements for the storage or processing of Sensitive Data
prescribed in TP 1-3-14, Technology Use Policy, and TP 1-3-15, Cell Phone and Mobile Device
Policy.

Personally Identifiable Information (PII), Personal Health Information (PHI), and Payment Card
information may only be stored in or processed with cloud services when the documents containing
such information are encrypted while in transit to, and while residing on, the cloud service’s
infrastructure. The encryption method used to transmit and store PIi, PHI, and Payment Card data
must meet the minimum standard for that type of data according to the Privacy Act of 1974, the
Health Insurance Portability and Accountability Act of 1996 (HIPAA), and the Payment Card
Industry Data Security Standard (PCI DSS).

The NDOT ISO will conduct periodic audits of cloud services in use. The audits will verify the
service’s approval status and include a risk assessment of its use. Risk assessments of cloud
services will utilize reputable information security industry frameworks and include documented
standards, expectations, and findings.
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3. SCOPE

This Policy, and any of its supporting documents, applies to all Nevada Department of
Transportation staff, contractors, and anyone doing business with the Department and who has
access to NDOT Data.

4, BACKGROUND

Cloud resources are valuable tools that allow NDOT employees to store large amounts of
information and perform collaborative tasks more effectively. However, there are risks that must
be mitigated to properly ensure the confidentiality, integrity, and availability of department data
for any and all tasks. Some of the risks that must be addressed are data classification and retention,
data ownership, disaster recover, security incident handling responsibilities, audits, and reporting
and data sharing. This policy provides the framework within which NDOT employees will be
expected to operate when utilizing cloud services for the storage and processing of Department
data.

5. DEFINITIONS

a. Business Information — Any data created and/or managed by: 1) NDOT Systems, and/or 2)
NDOT employees, contractors, and/or consultants within the scope of the employees’ work
responsibilities.

b. Cloud Application — A computer program that has some characteristics of both a desktop
application and a web application. It has access to NDOT Data from multiple sources. For
example, a cloud application may access Data that is stored directly on a user’s computer
or Data that is housed in cloud storage. A cloud application may also access Data from other
Nevada Department of Transportation physical storage media which may be located either
on or off premise.

c. Cloud Storage — A model of online storage where Data resides on equipment hosted by third
parties and in locations not owned by NDOT.

d. Data — Information contained in either NDOT computer systems, cloud storage, or as a
physical copy that is utilized for Department purposes.

e. Sensitive Information — Any electronic or physical Data which, if compromised with respect
to confidentiality, integrity, and/or availability, could violate the privacy to which
individuals are entitled or could have an adverse effect on NDOT interests or the conduct
of Department programs. Examples of such Data include, but are not limited to, the
following: Data protected by the Privacy Act of 1974, Health Insurance Portability and
Accountability Act of 1996 (HIPAA), NRS 603A — Security of Personal Information,
Payment Card Industry Data Security Standard (PCI DSS), or other laws governing the use
of Data, as well as Data that has been deemed by the Department as requiring protective
measures.
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f. Personally Identifiable Information (PII) — Information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, biometric records,
etc. alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother’s maiden name,
etc. This includes, but is not limited to, a natural person’s first name or first initial and last
name in comnbination with any one or more of the following data elements, when the name
and data elements are not encrypted:

(a) Social security number.

(b) Driver’s license number, driver authorization card number or identification
card number.

(c) Account number, credit card number or debit card number, in combination with
any required security code, access code or password that would permit access to
the person’s financial account.

(d) A medical identification number or a health insurance identification number.
(e) A user name, unique identifier, or electronic mail address in combination with
a password, access code or security question and answer that would permit access
to an online account.

PII does not include the last four digits of a social security number, the last four digits of a
driver’s license number, the last four digits of a driver authorization card number or the
last four digits of an identification card number or publicly available information that is
lawfully made available to the general public from federal, state or local governmental
records.

g. 150 - Information Security Officer.

h. Department Systems — Computing devices and their related software created, owned,
and/or licensed to the Department that are used to store or process Department data.

i. User - All persons and/or organizations that have access to NDOT Data.

6. REFERENCES

TP 1-3-14, Technology Use Policy

TP 1-3-15, Cell Phone and Mobile Device Policy

PSP 134, Cloud Hosting

Privacy Act of 1974

Health Insurance Portability and Accountability Act of 1996 (HIPAA)
NRS 603A — Security of Personal Information

Payment Card Industry Data Security Standard (PCI DSS)
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